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WCC Technology Use Policies

1.0
Introduction

Women’s Community Clinic (WCC) provides its employees and volunteers with computers, Internet access, networks and peripherals as required for the performance and fulfillment of job and volunteer responsibilities.  Technology has evolved into an essential part of how WCC achieves its mission; the investment in hardware and software is intended to help staff perform at their best and increase the level of service that WCC can provide to its patients.

The purpose of these Technology Use Policies is to describe acceptable use of WCC technologies for professional and, under limited circumstances, personal activities.

2.0
Security

Appropriate security measures are essential to protecting WCC’s informational assets and keeping WCC’s computer systems reliable and secure. With the implementation of HIPAA legislation, security requirements are spelled out even more precisely and failure to meet these standards can result in serious consequences for WCC, including penalties, fines or, loss of license to operate. 

Employees and volunteers must understand the potentially serious consequences of failing to address security issues.  Our computer systems and internal network contain protected patient information and critical operational data.   Our connection to the Internet can leave us vulnerable to non-authorized users to view or access WCC business and patient information.  Therefore, it is important that all systems and networks remain secure, controlled, and monitored.

2.1
Logins and Passwords Usage  
WCC employees and volunteers will be assigned a Windows network login and password by job classification, as well as a unique login and password for Misys.  The Executive Director will determine the appropriate access level for employees.  The Executive Director will maintain a list of employees and their privileges, including any changes and the date the changes are effective. Upon termination, resignation, or an extended period of inactivity, employee and volunteer logins will be disabled as quickly as it is appropriate upon completion of their last work activity.  

It is essential to keep passwords secure and private. Using a Misys login other than your own or allowing another to use your Misys password is prohibited.  Employees with higher levels of access to information systems will be trained to understand the ramifications of making changes to the systems.  Users are accountable for the consequences of any changes, edits, or corruption of data caused by their actions.  Modern information systems can tag transactions with the login of the user who made the change, based on the login and password used.  If you require access rights you do not have, inform the Executive Director.  Do not tell anyone your logins or passwords or use anyone’s other than your own.  Do not send logins and passwords via email.  If you believe a password has been compromised you must inform the Executive Director at the earliest opportunity so it can be changed.  Do not write your login and password down on paper and leave it in a place where others can see it.

User logins and passwords are the first line of defense in a secure system and provide HIPAA-mandated user authentication and authorization.  Employees and volunteers found to be disclosing and sharing passwords are subject to disciplinary action.

2.2
Login and Password Specifications

For logins and passwords to provide the expected level of protection they will be designed to conform to specifications that make them more difficult to crack.  Password specifications will be determined by the Executive Director.

2.3
Logging Off

All users are required to log off the network and shut down their workstations at the end of their shift unless otherwise instructed by the Executive Director.  Users must log out of Misys when they leave a computer for a significant amount of time, to prevent other individuals from accessing Misys under your login.  You will be held accountable for any activity that occurs on your login.  Screen savers should be set to engage after five minutes of inactivity so that the privacy of patient data is protected.  

2.4
Virus Protection

WCC uses anti-virus software to protect our network, computers, and data.  Do not bypass virus protection unless advised to do so by the Executive Director.  All attachments to email messages will be scanned by WCC’s antivirus software.  Employees and volunteers should ask the permission of the Executive Director before introducing any files, disks, or drives to WCC computers or networks, as they are potential threats.  The contract network support provider will insure the antivirus software is upgraded at appropriate intervals and on an emergency basis when necessary.  Staff and volunteers will not open suspicious email attachments, and will inform the Executive Director immediately if suspicious activity that may be caused by a virus is seen on their computer.  

2.5
Hardware and Software 

The server, computers, network devices, peripherals, and all their components are the property of WCC and must be kept on the clinic premises at all times, unless authorized by the Executive Director.  Employees and volunteers are expected to use these assets appropriately, and report problems to the Executive Director.  

All workstations are loaded with office automation software (word processing and spreadsheet programs).  Employees may want to use these applications and WCC printers from time to time for personal reasons.  Limited use of software and hardware is permitted on the condition that the task is completed before business hours in the morning, initiated after all work is completed in the evening, or in personal time in a way that does not interfere with clinic business. 

In order to minimize legal liability, all software installed on WCC machines must be properly licensed.  If employees wish to bring in a software program they own for use on a WCC machine (either for WCC use or their own) they must receive authorization from the Executive Director and document that the license is up to date.  Copies of software owned by WCC may not be installed on personal machines. 

2.6
Backups

Backup tapes of data from the Misys practice management system are kept in a secure, off-site location. Staff, contracted technology support providers, or vendors are strictly prohibited from duplicating these backups without authorization.  Any breach of this policy will result in immediate termination of employment/contract.

All mission-critical applications and data files should be stored on WCC’s server for backup.  The Misys database, critical WCC data files, and other shared files, will be backed up on a daily basis.  The backup will be scheduled for off-hours so that clinic operations are not affected.  Weekly the backup media will be stored in a fire and theft resistant location.  In addition, a backup of the Access database will automatically run on a weekly basis.  At least twice annually test restore processes will be run.  The Executive Director will oversee these backup processes. 

2.7
Data Retention, Ownership, and Usage

Data from the WCC Misys practice management system is the property of WCC.  WCC data is not to be removed from the clinic premises in any form without the authorization of the Executive Director.  The use of WCC data is provided to employees and volunteers only for the purpose of performing their clinic-related responsibilities.  Any other use of WCC data without the explicit authorization of the Executive Director is prohibited.

2.8
File Sharing and Data Storage

The WCC network will include a series of folders where all shared and private files will be stored.  Files stored on individual computer hard drives will not be backed up.  Files are not to be stored on individual computer hard drives without the authorization of the Executive Director.  

3.0
Internet

The Internet connection of WCC is intended primarily for the purpose of better serving patients and permitting employees and volunteers to perform their responsibilities as efficiently as possible.  Occasional and reasonable personal use is permitted either before the clinic opens, after the clinic closes, or during personal time in a way that does not interfere with clinic operations. Personal Internet sessions are to be terminated during clinic hours. During a lunch hour or break, personal Internet use is permitted only if a computer is available. Use of Internet services for personal improvement is permitted, provided that such use is consistent with professional conduct and is not for personal financial gain.  Examples of permitted activities include checking bank balances, reading news stories, or reading mail from a personal account.

3.1
Email Services

WCC provides some employees with email accounts for business purposes.  The Executive Director will assign these accounts as necessary.  Whenever possible, use a WCC email account for WCC official business.  Please remember that email communication is a recorded medium.  Email should be as professional as any other official communication.  Employees may send and receive short text messages with no attachments for non-business purposes.  WCC requests that employees forward personal email to a non-business account that can be established free of charge (e.g., Hotmail, Yahoo mail) and read at your leisure.  When communicating with other healthcare providers, patient specific health information should not be communicated through standard email.  When communicating directly with the patient, email communications will require patient consent.

Users within the WCC network should have no expectation of privacy while using clinic-owned or leased equipment, broadband connections and Internet services.  Information passing through or stored on clinic equipment can and will be monitored.  Users should also understand that WCC maintains the right to monitor and review Internet use and e-mail communications sent or received by users as necessary.

3.2
Explicitly Prohibited Use of WCC Internet /Email Services

Employees and contractors of WCC shall not use the Internet or email services to view, download, save, receive, print, or sent material relating to or including:

· offensive content of any kind, including pornographic material

· content promoting discrimination on the basis of race, gender, national origin, age, marital status, sexual orientation, religion or disability

· threatening or violent behavior

· illegal activities

· commercial messages

· messages of a religious, political or racial nature

· gambling

· sports, entertainment, and/or job information sites

· personal financial gain

· forwarding of email chain letters

· “spamming” (unsolicited bulk mailings) of email accounts from WCC email services of clinic computers

· distribution of material protected by copyright laws

· sending of unauthorized business- or patient-sensitive information by email or over the Internet

· disclosing or dispersing organizational data or patient data without authorization

· opening files received from the Internet without performing a virus scan first

· installation (downloading) of non-approved software/hardware onto WCC computing hardware

3.3
Instant Messaging

The use of Instant Messaging (IM) applications are prohibited for either clinic business or personal use.

4.0
Network Management and Oversight

In order to ensure WCC is able to maintain computer services efficiently, the computer network will be managed and monitored consistent with generally accepted industry best practices.

4.1
Reporting Problems
When encountering a problem with hardware or software, report these problems according to WCC procedures.  Make a detailed note of the problem including the time it occurred, any applications that were running and any error messages you saw (a printed screen shot of error messages would be especially useful) and present it to the Executive Director.  The appropriate resource will troubleshoot the problem and call in additional help if necessary.

Acknowledgement
I have read the preceding Technology Use Policies and understand that compliance with these policies is a condition of my involvement with Women’s Community Clinic.  Any violation of these policies, particularly those that involve the security and privacy of protected health information, may subject me to disciplinary action up to and including termination.
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