Roles and Responsibilities for Information Systems/Information Technology Management and Support


1.  Senior Management (Chief Information Officer, Technology Committee Chair, Technology Manager)

	Responsibilities and Skills - CIO
	Provided by:
	Outsourced  to:
	Comments /Resource Plan

	· Provides the technology vision and leadership to support the organization’s overall strategic vision, mission and culture.
	
	
	

	· Ensures that all information systems and networks operate according to internal standards, external accrediting agency standards, regulatory agencies, and legal requirements.
	
	
	

	· Responsible for planning, development, evaluation, coordination, and management of the information and technology systems for the organization.  This includes voice, data, imaging, practice management systems, and office automation. 
	
	
	

	· Develops and maintains IT policies, procedures, and standards relating to the acquisition, implementation, and operation of information technology and communication systems.
	
	
	

	· Enforces policy and procedures to ensure the protection of the organization's IT assets and the integrity, security and privacy of information entrusted to or maintained by the organization.
	
	
	

	· Approves, coordinates, and controls all projects related to selection, acquisition, development, and installation of major information systems for the organization.
	
	
	

	· Makes final decisions about information systems and technology infrastructure within approved budgetary constraints.
	
	
	

	· Negotiates all IT acquisition contracts, soliciting involvement and participation of other management team members as appropriate.
	
	
	

	· Reviews all hardware, software, and system acquisition and maintenance contracts, soliciting involvement and participation of other management team members as appropriate. 
	
	
	

	· Manages relationships with vendors for sales, service and support of all information systems and technology.
	
	
	

	· Prioritizes IT projects and supervises IT staff and consultants.
	
	
	

	· Supervises the development of technical and user documentation
	
	
	

	· Develops and maintains a business recovery plan to ensure timely and effective restoration of IT services in the event of a disaster.
	
	
	

	· Communicates IS/IT plans, policies and technology trends throughout the organization, including management, professional and support staff.
	
	
	

	· Works with other senior managers to determine the information they require to make effective business and clinical decisions.  Ensures that the gathering, processing and distribution of this information occurs in a timely, accurate and cost effective manner through on-going review and education programs at executive, management and user levels.
	
	
	

	· Oversees the relationships between the organization's IT resources and external entities (e.g., government, vendors, and other health care organizations).
	
	
	

	· Develops and monitors the annual technology plan, including operating and capital budgets for information and technology systems consistent with programmatic plans and established financial guidelines.
	
	
	


2. Systems Administrator

	Responsibilities and Skills – Sys. Admin.
	Provided by:
	Outsourced  to:
	Comments /Resource Plan

	· Responsible for implementing the technical aspects of the organization's technology plans and policies, and keeping all information/communications systems operational.  
	
	
	

	· Has ability to triage and solve many user problems, system problems, and network errors independently
	
	
	

	· Ensures that all master files, tables and system parameters are maintained and up-to-date.
	
	
	

	· Implements and monitors security policies, assigning functional groupings for privileges, setting up users and passwords.
	
	
	

	· Coordinates user training on all applications.  May provide selected training as appropriate.  
	
	
	

	· Act as the “help desk”/triage person to document system errors or defects and communicate to vendor.  Maintain problem logs and serve as primary contact to software, hardware and network-related vendors.
	
	
	

	· Researches and recommends to CIO the procurement of new hardware and software, including emerging technologies that can optimize clinic operations and improve productivity. 
	
	
	

	· Develops, updates, and maintains IS and IT policies and procedures including user documentation. 
	
	
	

	· Researches new/emerging technologies that can optimize clinic operations and improve productivity and recommends to CIO.
	
	
	

	· Implements, monitors, and ensures that security policies are enforced.  Monitors HIPAA and other IS security regulations as they apply to the organization.
	
	
	

	· Monitors changes in user behavior and needs making recommendations to the CIO for changes as appropriate.
	
	
	

	· Maintains contact with IT suppliers and maintains knowledge of current technology, equipment, prices and terms of agreements to minimize the investment required to meet service levels.  Evaluates alternatives, performs appropriate cost benefit analysis, and recommends solutions that minimize costs commensurate with acceptable risks.
	
	
	


3.  Technical Support Staff

	Responsibilities and Skills – Tech Support
	Provided by:
	Outsourced  to:
	Comments /Resource Plan

	· Primary point of contact for all technical problems within the organization.
	
	
	

	· Set up new computers, install and configure software, perform hardware upgrades.
	
	
	

	· Troubleshoot users’ computer problems and general network problems.
	
	
	

	· Perform basic network functions such as adding users, changing passwords, and adding new email accounts.
	
	
	

	· Able to guide users in a variety of tasks, such as remote connectivity, assistance with office productivity software (such as MS Word and Excel) and email.
	
	
	

	· Perform system maintenance chores according to IS policy such as backup routines or monitoring available space on the server hard drives.
	
	
	


4.  Special Projects – Highly Specialized Support

	Responsibilities and Skills – Special Projects
	Provided by:
	Outsourced  to:
	Comments /Resource Plan

	A.
Wide Area Network 

· Setup and configuration of WAN Links

· Ongoing monitoring and maintenance of WAN links and routers

· Troubleshoot Frame Relay links

· Troubleshoot Internet connection

· Ability to evaluate WAN needs and make recommendations to CIO

· Liaison between Frame Relay Network Engineers and CIO

· Firewall setup, maintenance, testing and troubleshooting
	
	
	

	B.
Local Area Network

· Setup, maintain and troubleshoot network hardware

· Evaluate network speed, problems and make recommendations to leadership

· Wiring testing and troubleshooting
	
	
	

	C.
Servers

· Monitor and troubleshoot server backup and restoration

· Monitor and troubleshoot centralized virus protection 

· Mail Server – setup, maintain and troubleshoot

· Configuration, testing and repair of network security problems
	
	
	

	5. Project Management / Implementation Management

· Manage and coordinate vendor and clinic staff activities necessary to implement a new application

· Take the lead on all project management processes during this time including issue management, schedule management, risk management, budget management.
	
	
	


